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A. Introduction: Welcome, Scribe, Jabber, Agenda [5 mins]

B. Measuring DNSSEC Configuration of Upstream Resolvers with RIPE Atlas ;15 mins]
Moritz Mueller

Ty
C. Vantage Point Selection for IPv6 Measurements: Benefits and Limitations of RIPE Atlas Tags |
mins)
Vaibhav Bajpai

& Ny
D. Internet Path Transparency Measurements using RIPE Atlas [20 mins]
Brian Trammell

.
E RIPE Atlas News [20 mins]
Vesna wianojlovic

F RIPE Atlas Hackathon Winner [10 mins]
TBU =
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Overview

e Coverage: May 2016

e Recent new features

e Community update

e Plans for the future

e RIPE Atlas view of Denmark

e How to take part in RIPE Atlas
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This was 2015:

GROWTH AND STATUS

ACTIVE PROBES INCREASED FROM

7,500109,200

ACTIVE USERS

1 0,000 LAST YEAR

COVERAGE

COUNTRIES COVERED

181
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RIPE ATLAS ANCHORS GREW FROM

1000164

MEASUREMENT RESULTS

3,500 rer seconp

ORIGINATING ASNs COVERED
3,333 (IPv4) = 0.3 3%
1.212(pve) = 11.22%




RIPE Atlas coverage, May 2016

Coverage

IPv4 ASNs covered
3379 (6.266%)

IPv6 ASNs covered
1222 (10.621%)

Number of countries covered
184 (93.878%)

Measurements currently running

Built-in User-defined

Ping 40 3788
Traceroute 43 2969
DNS 144 4325
SSL Certificate 4 163
NTP 0 38
HTTP 4 417
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Country

United States of America
Germany

France

United Kingdom
Netherlands

Russia

Czech Republic
Switzerland

Italy

Ukraine

&

Probes
1053
997
752
621
543
509
269
257
251

214



Number of Anchors

anchors: 161 L g

RIPE Atlas Anchors

e 27/ more anchors in 2016
e From 164 to 191

e Renewal of support contracts: one replaced!

RIPE Atlas Anchors
Growth in the number of RIPE Atlas anchors over time
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Some of the anchor hosts
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26,000 users ever

2500 2422

1535

1500

1000+

Number of users

500¢

Ping Traceroute DNS SSLcert
Measurement Type

Measuring the
Measurers:

2000 Reme HOW IS ATIQS Used7

are Col

Cristel Pelsser <pelsser@unistra fr>
Emile Aben <emile.aben@ripe.net>
Laurent Vanbever <lvanbever@ethz.ch>
Randy Bush <randy@psg.com>
Romain Font ) in®iii ad in>
Thomas Holterbach <thomahol@ethz.ch>

&

GG—

NTP

Figure 2: Number of users who used each type of mea-
surement between April 2015 and April 2016. Ping and
traceroute are the most popular tools.
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Pretty analysis of RIPE Atlas list

® https://github.com/sbenthall/bigbang

at ripe.net (Vesna Manojlovic)
mail at johnbond.org (john)

at juliadelatorre.info (Julia)
rg at ripe.net (Philip Homburg)
at nic.fr (Stephane Bortzmeyer)
avids at sidn.nl (Marco Davids)
.UniVie.ac.at (Wilfried Woeber)
renberg.net (Daniel Karrenberg)
5 at gmail.com (Fearghas McKay)
at romanrm.net (Roman Mamedov)
lion at nic.at (Klaus Darilion)
.de (Eravuchira, Steffie Jacob)
the.lists at mgm51.com (Mike)
-17Q7?I=Fligo_Ortiz_de_Urbina?=)
ffice at newhost.com.ua (Nonna)
at bbn.com (Richard L. Barnes)
ant.uclouvain.be (David Lebrun)
1 at comcast.net (Andrew Bosch)
dlov.eu.org (Daniel AJ Sokolov)
37Q?Christian_Schr=C3=B6tter?=)

ATter consolidation
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benc at hawaga.org.uk (Ben Clifford)
benc at cqx.ltd.uk (Ben Clifford)
becha at ripe.net (becha)

becha at ripe.net (becha at ripe.net)

becha at ripe.net (Vesna Manojlovic)

atlas at ripe.net (Robert Kisteleki)

atlas at ripe.net (Philip Homburg)

atlas at ripe.net (Dmitriy Kazimirov)

atlas at ripe.net (Alastair Strachan)

pe.net (=2UTF-82B20JTQUNC40YLRENCAOLKgOKHQtAGAOLPQtdC10LLQUNGH?=)
atlas at m.hoth.dk (Martin Topholm)

atlas at liman.net (Lars-Johan Liman)

astracha at ripe.net (Alastair Strachan)

aprado at topnet.it (Antonio Prado)

Woeber at CC.UniVie.ac.at (Wilfried Woeber, UniVie/ACOnet)
Woeber at CC.UniVie.ac.at (Wilfried Woeber)

Tjebbe at kanariepiet.com (Jelte)

Tjebbe at kanariepiet.com (Jelte Jansen)

Ondrej.Caletka at cesnet.cz (=?windows-12507Q20nd=F8ej_Caletka?=)
Ondrej.Caletka at cesnet.cz (=2UTF-82Q20nd=c5=99ej_Caletka?=)
Ondrej.Caletka at cesnet.cz (=?UTF-82B2T25kxZ11aiBDYWx1dGth?=)
Ondrej.Caletka at cesnet.cz (=2150-8859-22Q?0nd=F8ej_Caletka?=)
Marco.Davids at sidn.nl (Marco Davids)

BECHA at ripe.net (Vesna Manojlovic)

5802b8fb-9c68-41ba-8786-856d17dect29 at robert.id.au (Robert)

d

)
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-Johan Liman)
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Sponsors: we thank you!

We appreciate the support of the following sponsors:

2016

2015

ASZAEBB

CDNNEC NG EDUC ATION

L[
COMCAST

Vi :CUS

L
COMCAST

A534288

CDNNEC NG !DUCATON

facebook
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Increased interest for training

e |[n 2016 so far:

- Ten RIPE Atlas tutorials / workshops delivered by
ambassadors and by developers / community builders

- 20 presentations at conferences

- Three webinars

e Material shared on GitHub

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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Most recent RIPE Labs use cases

® < [ @ labs.ripe.net/atlas ¢

#&$1 ¥ Thereis Gold in this Stream - Sifting Through Used RIPE Atlas

| e A = Traceroute Results
. - il
Daniel Karrenberg & — 20 May 2016

This work demonstrates the value of the results collected by RIPE Atlas independent of the original purpose
for collecting them. Using all traceroute results from a particular day as an example, we first show that near
real-time analysis of the result stream is feasible. Then we show that this has great potential for studying
the packet layer of the Internet in general and for providing tools to network operators in particular. All this
suggests a large and diverse potential for further work.

Tags: atlas statistics measurements

rE=3as=e—o Pinpointing Delay and Forwarding Anomalies using RIPE Atlas
" Built-in Measurements - Or How | Learned to Stop Worrying ar
Love the Built-Ins
Romain Fontugne — 18 May 2016

Detecting network disruptions is a recurring problem. Clearly locating performance degradation is an
important step in debugging and subsequently fixing connectivity issues.

Tags: atlas statistics measurements routing

Using RIPE Atlas to Debug Network Connectivity Problems
Stéphane Bortzmeyer — 10 May 2016

This article explains how | use RIPE Atlas probes, the official API and custom scripts, to
debug network issues.

-
Tags: atlas measurements tools E
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Interfaces Hackathon 21-22 May 2016 ¢
e 20 participants

e Eight projects proposals
e Five final projects (some presented at RIPE72!)

e Code available on GitHub

"V A |l u"

}‘Tluu\\\

&1
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Newest features %

e Always posted here:

N

e [mproving security: two external reviews done:

- https://atlas.ripe.net/resources/announcements/

- https://atlas.ripe.net/docs/security/

* [ncreased limits: 1,000 probes per measurement

e Dealing with probes lifecycle

- https://labs.ripe.net/Members/philip homburg/a-visual-
impression-of-probe-lifetimes

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72 18



Newest features %

® 15 more ccTLD zones added to DNSMON

e For the rest of us: DomainMON

- Monitoring second-level domains
- Simple to set up, powerful visualisation of received data

- https://atlas.ripe.net/domainmon/

e Documentation, documentation, documentation

- New version of API (v2)

- Helping users to troubleshoot own probe (SOS messages)

- Website menu restructure

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72 19



Only towards anchors: HTTP &

e |Pv4/IPv6 LatencyMON comparison for anchoring
measurements (ping, traceroute, HTTP)

O = E& Streaming on @ A= IR SRR
Add a measurement to start From 2016-03-27 01:00 to 2016-05-24 16:50
kX
7oms|! ? 7 7 pO00® 1oug (6 probes) + W P
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oms| &0 S & ol N RO o&ee T N\ R 8 \pP1pd
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For the community &

e Sharing credits made easier

- "standing orders” and “shared access” to your credits
* Vouchers for claiming credits as “gifts”

- Useful for ambassadors, trainings, workshops, other RIRs

e New communication channel: RIPE Forum

- https://www.ripe.net/participate/mail/forum/ripe-atlas
e Coming up soon:

- More credits for more contributions: the more popular your
probe is, the more you earn!

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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By the community

e RIPE Atlas Monitor (Pier Carlo Chiodi)

- https://qgithub.com/pierky/ripe-atlas-monitor

- https://ripe-atlas-monitor.readthedocs.org/

- https://labs.ripe.net/Members/pier_carlo_chiodi/ripe-atlas-
monitor

e Updates on CLI tools

- Packaged in six distributions: OpenBSD, FreeBSD,
Gentoo, Arch, Debian and Ubuntu (in progress: Fedora,
Windows)

- Added to NLNOG RING

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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Plans for the future

* |n progress
- WIi-Fi measurements, in cooperation with EduRoam
- VM probe evaluation
- OpenlPMap-as-a-service

e Planned

- Improving DNSMON: unstable anchors will be removed

e Requested

- Measurements towards multiple targets

e https://atlas.ripe.net/docs/roadmap

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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Open for the community discussion

e Changes in data retention practice

e Encouraging non-public measurements

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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RIPE Atlas view of
Denmark



Probes in Denmark

-

SCHLESWIG -
HOLSTEIN

Connected: 127 Abandoned: 19

——
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Most wanted eyeball networks %

e Based on Emile Aben’s research and article

asname

#asn ccC users con disco
3308 DK 407540 3
9158 DK 382403 3
197288 DK 294222 6
16245 DK 243560 2
42355 DK 194781 4
39554 DK 172498 6
39642 DK 165783 1
35376 DK 155632 4
31027 DK 83735 6
1835 DK 41417 3
197301 DK 36329 1
31661 DK 33499 (]
49362 DK 31487 2
35158 DK 21102 1
34823 DK 19397 (/]
9167 DK 18409 2
42541 DK 14513 3
34705 DK 12679 (/]
34482 DK 11087 0
49010 DK 8841 2

~
=
=

wn
S
LN W

(S IS IS IS IS TS IS IS TS IS T TS IS T TS IS TS IS IS S
SO0 FRPIFRPFRPOOOOOON
OO0, NWWWHA

P NNNWWWUDOONUMMOWONOWD

OFRPRANPOODOONONOD

—— e e e — — — — =t —t —t =I
TELIANET-DENMARK TeliaSonera AB
TELENORDANMARKAS Telenor AS
STOFANET Stofa AS

NGDC NetGroup AS

BBN Bredbaand Nord AS

FULLRATE TDC AS

DK-ESS-AS Stofa AS
TRE-FOR-BREDBAAND-AS TRE-FOR Bredbaa
NIANET-AS Nianet AS

FSKNET-DK Forskningsnettet - Danish
PARKNET-AS IT-Lauget Parknet

COMX ComX Networks AS

DSV DSV as

DANSKNET Dansk Net AS

DBNET-AS FIBIA PS

WEBPARTNER TeliaSonera AB

FIBERBY Fiberby ApS

SYDFYN Sydfyns-Intranet AS

CIRQUE Cirque Bredband AS
HERNING-KOMMUNE-AS Herning Kommune
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Anchors

Hostname ! ProbelD
dk-blp- 6109
as197495

dk-blp- 6103
as39839

dk-blp- 6069
as59469

in Denmark

Company

Larsen Data ApS

DK Hostmaster A/S

Solido Networks ApS

City

Ballerup

Ballerup

Ballerup

Country

Denmark

Denmark

Denmark

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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IXP Country Jedi for Denmark

® http://sg-pub.ripe.net/emile/ixp-country-jedi/

latest/DK/ixpcountry/

[XP [Ps: YES, out-of-country [Ps: NO
IXP [Ps: NO, out-of-country IPs: NO
IXP [Ps: YES, out-of-country [Ps: YES
IXP [Ps: NO, out-of-country IPs: YES

Destination (by ASN)

srcPrb796
LdstPrb11420

## msm_1d:3742512 prb_id:796 dst:193.104.135.58 ts:2016-05-02 07:0
() 172.25.23.254 [3.084, 3.107, 3.629) ||

@~ e W N

9

(AS18B35)
(AS18B35)
(AS18B35)
(AS2603)
(AS2603)
(AS2603)
(AS1200)

te2-3.aau-core2.aau.dk [1.641, 1.641, 1.778) ||
te0-2-0.edge2.aau.dk [2.071, 2.193, 2.203) ||
130.226.249.121 (9.122, 9.327, 9.804) ||
dk-uni.nordu.net [8.975, B.989, 9.109) |Copenhagen,Capi
dk-ore.nordu.net [9.582, 9.857, 10.311) |Kongens Lyngby
nl-sar.nordu.net [20.601, 20.756, 20.775] |Amsterdam,Nc
amsix.tgcerl.ip.fiberby.net [36.006, 36.064, 49.272) |2

(AS42541) ve6l4.inxprl.ip.fiberby.net [35.719, 50.252, 51.651] |
10 (AS42541) ve605.boaprl.ip.fiberby.net [36.171, 36.617, 77.692)
11 (AS42541) ve608.vbrprl.ip.fiberby.net [36.443, 36.474, 36.666)
12 (AS42541) ve615.sbgpr5.ip.fiberby.net [35.883, 36.647, 199.777)
13 (AS42541) 4135058-cl69.boa.fiberby.dk [35.854, 35.956, 36.582)

Vesna Manojlovic | May 2016 | MAT-WG, RIPE72
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OpenlPMap traceroute paths v4/v6

* http://sg-pub.ripe.net/emile/ixp-country-jedi/

latest/DK/geopath/
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DNSMON for .DK

’ DNS responses for | o«. Go Protocol: upr [J Servers: iPvaandiPve [J  Show RIPE Atlas measurements
| Response time 3| @@ < 60ms @ > 250ms | Data resolution: 1 day | &2 |2 | C || 4 0 Q@ p|M
zone: dk. From: 2015-12-20 00:00 To: 2016-05-25 00:00 UTC

aneic e 0 e onacnannannnnnnnnnnannannaonaonaoDmOOOND OO0 (i nrnrrnmrnmnnarnanmmnmmnannanmann

b.nic.dk. IPv4 | | ! !
b.nic.dk. IPvE | | ! ! !
encck e [I10ANA0NIORANNADDNORANTADIARARNAADNNRORNNARNNRARNNRINNIADNARANNAARNORARNININNRANNININONORNORNIAANNONANNANINNNANNININDIOIORNIAODNORANIERIINNRNIRIORIODNANE
l.nic.dk. IPv4 | | ! ! !
l.nic.dk. IPvE | | ! !
p.nic.dk. IPv4 | | ! !
p.nic.dk. IPvE | | ! !
s.nic.dk. IPv4 | | ! !

s.nic.dk. IPvE | | | !

l 1 1 1 L Ll Ll l l 1 1 1 1 1 1 Ll l Ll l 1
W EEE 5 0F F & 3 3 5
§ 8 s 5 5 s i s iidiié
feg«e >4 5 £ & £ >3 5 & & & £ L5 & & £ I+ < >3 L~ £ &
; ; f'
Py < Py
§ § & § &
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How to take part



Get involved! &

e Use RIPE Atlas for your operations:
monitoring, troubleshooting, measuring

e Do scientific research

e Participate in a webinar

* Add multilingual content

e Become an ambassador or a sponsor
* Host a RIPE Atlas anchor

e Contribute to the code: htps:/qithub.com/RIPE-Atlas-Community/

ripe-atlas-community-contrib/blob/master/README.md
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RIPE Atlas Hackathons @5

e 2015: data viz and tools
e BGP, by Caida
* |nterfaces: 21-22 May, Copenhagen

e Next: IXP tools:

- 22-23 October, Madrid
- Weekend before RIPE 73

RIPEATLAS HAC

EE[DESF FIIN I'HADAT RIPE
NCE BANA[S FBUZE
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Contact RIPE Atlas &

e Use cases and updates: https://labs.ripe.net/
atlas

e Mailing list for active users:
- ripe-atlas@ripe.net

- https://www.ripe.net/participate/mail/forum/ripe-atlas

e Questions: atlas@ripe.net
o Twitter: @RIPE_Atlas and #RIPEAtlas
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Bonus slide: Towel Day!

* https://en.wikipedia.org/wiki/Towel Day

Human beings,
who are almost unique
in having the ability to learn
! from the experience of others,

are also remarkable for
their apparent disinclination
to do so.

Douglas Adams

Vesna Manoijlovic | May 2016 | MAT-WG, RIPE72
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Die Antwort: (L/ACHHSCHOW,DE
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