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Z=EURZPOL A new crypto-ransomware is

EC3[E diffusing around Europe

RANSOMWA@

71:51:38
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=eur—rPoL JEAN is a French Cyber Investigator

EC3[="""" working on the responsible botnet

Hey... l've just identified a
gerver hogting decryption
keye for all the vietima.

We need to geize it before
it’e moved!
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ZEURTPOL First Step: Let’s check RIPE

E D :3 E:qc:):.m Cybercrime

Whois Database...

inetnum:

netname: guardomicro-net
descr: guardomicro-net
country: RO

admin-c: >N

org:

tech-c: N 12-RIPE

status: ASSIGNED PA

mnt-by: juard !
created: 2015-09-16722:15:47Z
last-modified: 2015-09-16722:20:212
source: RIPE

Login to update &

org-type: %
address: / CARTIER SERBANESTI, NR.71, JUDETUL

BACAU, ROMANIA

ablse-c:

mnt-rer:

mnt-ref: ISP4P -MN

mnt-by: juard i t
created: 2015-09-09715:29:222
last-modified: 2015-10-207T20:57:21Z
source: RIPE
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ZEURTPOL Second step: Additional check on

E D :3 E:qc:):.m Cybercrime

Prefix O\'('r‘.’li“-‘-- Gecloc-
v Announced

Romania
Bucharest
[0
o o
RIR Status Registration  Country
RIPENCC ALLOCATED 2004.12.07 DE
Data is based on MaxMind's Geolite City
8P data set and valid for the stated query time
Show IANA Registry Information (see below)
,  E—

source data embed code permalink Info
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http://stat.ripe.net

= s e Third Step: Traceroute...

Centre

Traceroute
Tracing route to
hop rt rtt rt ip address fully qualified domain name
1 0 0 1 208.101.16.73 49.10.65d0.ip4.static.sl-reverse.com
2 0 0 0 66.228.118.153 aell.dar01.sr01.dalO1.networklayer.com
3 0 0 0 173.192.18.210 ae6.bbr01.eq01.dal03.networklayer.com
4 21 20 20 173.192.18.137 ae0.bbr01.eq01.chiOl.networklayer.com
5 * * *
6 * * *
7 117 ae3-2072.ams10.core-backbone.com
8 119 core-backbone.serverius.nl
9 119
10 .
11 .
12 . . .
13 . . .
Trace aborted
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= Ecs - ...but ends up in The Netherlands

Centre

Abuse contact inTo: abusefiserverius.net - —
Login to update & RIPEstat(Z

| | £l .1 1

inetnum: 178.21
netname : CUST126

descr: CUST126

country: NL

admin-c: GVG18-RIPE

tech-c: GVG18-RIPE

status: ASSIGNED PA

mnt-by: SERVERIUS-MN1
cCreated: 2010-09-03T11:00:38Z
last-modified: 2012-08-02T712:43:14Z
source: RIPE

person:

Login to update &
address =

serverius.net
De Linge 26

8253 PJ Dronten
The Netherlands

address
address'
address!?:

phone: 78 37%i1
e-mail: =
nic-hdl: 2 e )
abuse-mailbox: abuse@serverius.net
e-mail: ripe@serverius.net
mnt-by: S ERVERIUS -MN

mnt-by: MNT -SERVERIUS:
created: 2005-12-08T18:16:20Z
last-modified: 2015-08-27T713:03:49Z
source: RIPE
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= EUR'ZF’DL

This is not very useful...

4 )
¢ thig gerver really

Aocafgd in Romania?
4
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= EURSPOL Jean informally contact the
“ Romanian provider - No success
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= e~ MLAT from France to Romania...
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=euUrR—PoOL 1 month later: Romanian LE goes

B3 to the indicated company

[t
 J— N

—

II/>
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=EURSPOL Scenario 1: Romanian company

EE31ET cooperate

o W////// S J
m .

- V/////M ........ |
[O W///////// moommnEm OJ
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~eur—rPoL Second MLAT from France to

E 273 | European Cybercrime
\ Germany

Q Federal Mieustry
of Jusiice and
Consumer Prosecsion
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=eurcPOL 1 month later: German LE goes to

EE3= cajze the server
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= EURCPOL

Too late!

Decryption keys have been moved to
another server...
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=EURLPOL  Scenario 2

E C :3 ‘ f:“cs‘:.m Cyberc

Romanian company uncooperative / victim
of ID theft

° /- 3
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= = What can Jean do now?

Centre

Only link to Germany in RIPE Whois Database:

'he maintainer
organisation: ORG-GS213-RIPE mntner: P4P -MN
i GUARDOMICRO S.R.L descr: ISP4P IT Services
org-type: OTHER — =T 00250 . RIPE
aaaress: MUNICIPIUL BACAU, B-DUL UNIN E’Ch-t: 0D256 :'::’fj
BACAU, ROMANIA
e-mail: noc@guardomicro.com » upd-to: info@ispdp.net
abuse-mailbox: nbuacﬂgunrdomlcro com mnt-nfy: inTo@1sp4p.net
abuse-c: AR33118-RIPE auth: MD5-PW # Filtered
mnt-reof: guardomicro-mnt auth: SSO # Filtered
mnt-refr: ISP4P-MNT ] auth: PGPKEY -AFO85FCE
mnt-by: juaraomicro-mnt mnt-by: ISP4P -MNT
created: 2004-02-11714:58:382
last-modified: 2016-02-03714:35:372
source: RIPE # Filtered
person:
address: DE
phone: +49 4
fax-no: +49 4
e-mail: [ Lde
nic-hdl: 0D250 -RIPE
mnt-by: ISP4P -MNT
created: 2003-082-25712:18:542
last-modified: 2016-03-18721:41:562
source: RIPE
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=Z EURZPOL :
EC 3 | Lwmoman:  OCENArio 2

Centre

Prefix O.'er-.'w'.-.- Geu!oc-
-Budapest Y N0n Ve )
v Announced & / Moldova

Hunga ) N 1
S / Chisinaul
This prefix is part C.C 0/24 announced by posy J 10000% |/ }mu
B~ N Romania (
s e 9
' s :
niaand/ * \/? Buch.arcsl
eouind, ey s e
G. \ | (o ¢ "
. :
RIR Status Registration  Country Ywopge.. “Sofia Map Data  Terms of Use

RIPENCC  ALLOCATED 2004.12.07 » OEO
Data is based on MaxMind's Geolite City

8P dataset and valid for the stated query time
Show IANA Registry information (see below)

source data embed code permalink info
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= EURCPOL

Too late!

Decryption keys have been moved to
another server...
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/Eéjfs;ﬁgh Conclusion

4[ PLEASE HELP!! ]

> How can we ensure that IP addresses
are announced in the country where
they are actually registered?

> Can the RIPE database reflect the
location of an ISP handling an IP
address?
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