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The Internet has successfully 
enabled multiple waves of 
innovation:

➢ Mobility 

➢ Heterogeneity of devices 

➢ Video Communication 

➢ VoIP 

➢ …..

Internet Innovation 
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The Internet changes 
dramatically in terms of 
number and types of its 
nodes and running 
applications

Internet Innovation 
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Today,many aspects appear to be “set 
in stone”

Handley, M. (2006). Why the Internet only just works. BT Technology Journal, 24(3), 119-129.

Criticism: Middleboxes 
might filter traffic that does 
not conform to expected 
behaviors. 

Is the Internet Ossified? 
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Understand the interaction of the new solutions with 
the middleboxes active along the path. 

How will Internet react to a new protocol? 

Is the Internet Ossified? 
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How to measure a 
thousand  end-users?  

•  Have a friend in Google(or any other large 
Internet players) 

or 

• Get your code to run on a thousand users’ 
machines through another delivery channel 
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Existing Large-Scale 
measurements platforms 
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Existing Large-Scale 
measurements platforms 

• The limited and often special position of 
testbed nodes 

• No possibility to deploy your own test 

• Fixed line only 

• Access to the results



Crowdsourcing platform  

Perform large-scale Internet measurement 
campaigns
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Crowdsourcing platform  
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Is the Internet Ossified? Case 
Studies 

• The case of the pervasive encryption 

• TCP Fast Open 

• HTTP/2



The case of pervasive 
encryption  

Many popular applications (e.g., web, Youtube video 
streaming) have migrated from HTTP to the HTTPS protocol  

Challenge: Provide encryption by default for all Internet communications 

Naylor, David, et al. "The Cost of the S in HTTPS." Proceedings of the 10th ACM International on Conference on emerging Networking  
Experiments and Technologies. ACM, 2014.
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The case of pervasive 
encryption  

Understand the feasibility of pervasive 
encryption in the Internet.

Understand the interaction of middleboxes with 
the TLS across the different TCP ports that 

currently use plain text protocols.  
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Experimental setup 

Establish both HTTP and TLS connections to 68 different ports:
• 10 well-known ports;
• 56 registered ports;
• 2 ephemeral ports. TLS connections over  

68 different ports

Measurement Agents

Measurement Server
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Experimental setup: 
Measurement Server  

• LAMP model (Linux, Apache Server, MySQL relational database management system, 
PHP);  

• Packets capture.
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Experimental setup: 
Measurement Agent 
Common Procedure  

Limit of crowdsourcing platform: some information may not be 
available through the platform

• Users connect using a HTTP connection in port 80 to 
a webpage we provide
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• Users connected from Fixed line indicate the place from where they are 
connecting (Home, Hot Spot, University or  or other institution, 
Company)

Experimental setup: 
Measurement Agent Common 

Procedure  
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• Users connected from Mobile line indicate the technology they are using 
(2G, 3G, 4G)



• Metadata collection

Experimental setup: 
Measurement Agent 
Common Procedure  
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TLS connections over  
68 different ports

Measurement Agents

Measurement Server

Experimental setup: 
Measurement Agent 
Common Procedure  

• In the background, 
HTTP and HTTPS 
connections are 
performed from 
the measurement 
devices to our 
servers in all the 
68 ports
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Data Set  

FIXED	LINE:

• 1,165 workers; 

• 53 different countries; 

• 286 ASes.
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Data Set  

Total of 114,228 connections 

 The data set is freely available on http://it.uc3m.es/amandala/dataset.php 

MOBILE:

• 956 workers; 

• 45 different countries; 

• 183 ASes.
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Check workers 
User Agent

http://it.uc3m.es/amandala/dataset.php


Aggregated results  

ERROR = (success [HTTP] − success [TLS]) / success [HTTP]  

25% of the users are not able to perform a TLS connection over port 80 in mobile 
network. 
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Proxies  

70% of the users that use a proxy are not able to perform a TLS connection over port 80 
in mobile network. 
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ERROR = (success [HTTP] − success [TLS]) / success [HTTP]  



Packets analysis  

  

When users use a proxy, 90% of the SYN 
packets are missing 
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Case study: HTTP/2 

From SPDY to HTTP/2



Case study: HTTP/2 

HTTP/2:

• binary, instead of textual 

• fully multiplexed 

• connection for parallelism 

• header compression 

• pushing and priority 



Case study: HTTP/2. Middleboxes 
compatibility 

HTTP/2: To encrypt or not to encrypt? 
Some implementations have stated that they will only 
support HTTP/2 when it is used over an encrypted 
connection (Google, Twitter…), and currently no browser 
supports HTTP/2 unencrypted!

Again: Middleboxes might filter traffic that does not conform to 
expected behavior.

Implementation: 
HTTP/2 encrypted using ALPN (H2) 
HTTP/2 in clear using HTTP Upgrade mechanism (H2C)



Experimental setup 

• H2: Browser campaign

• H2 without ALPN: Android app campaign

• H2C: Android app campaign

• H2C without Upgrade: Android app campaign
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Check workers are 
not using WiFi



Experimental setup 

Establish both HTTP and HTTP/2 connections to 68 different ports 
using an Android app
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Experimental setup 
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Data Set  

• 628 workers;

• 38 different countries;

• 40 ISPs.
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 The data set is freely available on http://www.it.uc3m.es/amandala/http2.html 
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Results 

• Browser (Fixed line)

•  Android app (Mobile network)



Case study: TCP Fast 
Open (TFO) 

S. Radhakrishnan, Y. Cheng, J. Chu, A. Jain, and B. Raghavan. TCP Fast Open. In Proceedings of the Seventh Conference on emerging 
Networking EXperiments and Technologies, page 21. ACM, 2011.  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SYN + TFO Cookie Request

SYN - ACK + TFO Cookie

ACK

APPLICATION DATA

APPLICATION DATA



S. Radhakrishnan, Y. Cheng, J. Chu, A. Jain, and B. Raghavan. TCP Fast Open. In Proceedings of the Seventh Conference on emerging 
Networking EXperiments and Technologies, page 21. ACM, 2011.  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SYN + TFO Cookie  + APPLICATION DATA

SYN - ACK (SYN & DATA)

ACK

APPLICATION DATA

TCP Fast Open (TFO) 



Experimental setup 

Establish TFO connections to 68 different ports:
• 10 well-known ports;
• 56 registered ports;
• 2 ephemeral ports. TFO connections over  

68 different ports
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TFOExplorer 

TFO Client (TC) 

TFO Script (TSC) 

TFO Server (TS) 



TFOExplorer: TFO 
Server  

• NGINX 

• LEMP model (Linux, NGinx Server, MySQL relational database management system, 
PHP);  

• Packets capture.
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Needed 

Administrator 

Privileges

Check workers are 
not using a virtual 

machine



Data Set  

• 46 workers;

• 18 different countries;

• 22 ISPs.
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 The data set is freely available on http://www.it.uc3m.es/amandala/tfocampaign.html

http://www.it.uc3m.es/amandala/tfocampaign.html
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SYN + TFO Cookie Request

SYN - ACK + TFO Cookie

ACK

APPLICATION DATA

APPLICATION DATA

Results 

• TC is able to perform a TFO connection (label 
Successful)
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SYN + TFO Cookie Request

SYN - ACK
ACK

APPLICATION DATA

APPLICATION DATA

Results 

• Middleboxes drop packets with unknown TCP 
options and we receive the SYN without option 
(label No option SYN); 

X
SYN
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SYN + TFO Cookie Request

Results 

• Middleboxes drop packets with unknown TCP 
options and we do not receive the SYN without 
option (label No option no SYN); 

X
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Results 

• Middleboxes drop packets with data in the SYN 
packet and we receive the SYN without data 
(label No data SYN); 

SYN + TFO Cookie  + APPLICATION DATA

ACK

APPLICATION DATA

X

SYN - ACK

SYN



Results: TFO CONNECTION 

39% of the users are not able to perform a TFO connection over port 
80 in mobile network. 
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Results: DATA IN THE SYN 

50% of the users are not able to perform a TFO connection over port 
80 in mobile network. 
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Type of test Users Time Cost Task Complexity 

Browser Thousands Days 0,05-0,25 $ 2/5

Android app Hundreds Days 0,40-1,00 $ 3.5/5 (no rooted 
devices)

Linux app Dozens Week 0,80-1,00 $ 5/5

Crowdsourcing Platform Guidelines  
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• Download code: Google play                                    
Windows          Linux

• Best moment to setup a campaign: Weekend!

• Surveys: 60% of the workers lie 

• Short times are better

Crowdsourcing Platform Guidelines  



Conclusion 

• Overcome several of the limitations of the crowdsourcing 
platforms to perform network measurements

• It is probably feasible to roll out TLS protection for most 
ports except for port 80, assuming a low failure rate (5%)

• New protocols at application layer need to be encrypted, in 
particular in mobile networks!

• New studies and more vantage points for TCP/UDP 
protocols are needed
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http://www.it.uc3m.es/amandala/

http://metrics-itn.eu/

References 
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ANY QUESTIONS?
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FAQ

www.it.uc3m.es/amandala/faq.pdf

http://www.it.uc3m.es/amandala/faq.pdf

