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A new crypto-ransomware is 
diffusing around Europe
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Hey… I’ve  just identified a 
server hosting decryption 
keys for all the victims. 

We need to seize it before 
it’s moved! 

JEAN  is a French Cyber Investigator 
working on the responsible botnet
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Option 1
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First Step: Let’s check RIPE 
Whois Database…
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Second step: Additional check on 
stat.ripe.net

http://stat.ripe.net
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Third Step: Traceroute…
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…but ends up in The Netherlands
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Is this server really 
located in Romania? 

This is not very useful…

??? ??
??
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??
??? ??

??

Jean informally contact the 
Romanian provider - No success

??
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MLAT from France to Romania…
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1 month later: Romanian LE goes 
to the indicated company
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Scenario 1: Romanian company 
cooperate  
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Second MLAT from France to 
Germany
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1 month later: German LE goes to 
seize the server
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Too late! 

Decryption keys have been moved to 
another server…
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Scenario 2

???

Romanian company uncooperative / victim 
of ID theft
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What can Jean do now?

Only link to Germany in RIPE Whois Database: 
The maintainer
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Scenario 2
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Too late! 

Decryption keys have been moved to 
another server…
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Conclusion

➢How can we ensure that IP addresses 
are announced in the country where 
they are actually registered? 

➢ Can the RIPE database reflect the 
location of an ISP handling an IP 
address?

PLEASE HELP!!!



Thank you!

gregory.mounier@europol.europa.eu
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