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DDoS Attacks Remain a Serious Threat
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JUST IN: FBI UNLOCKS SAN BERNARDINO SHOOTER'S IPHONE WITHOUT APPLE'S HELP, AND DROPS LEGAL CASE

Dirt-cheap DDoS: The rock-bottom cost of
mounting crippling 400Gbps attacks

DDosS attackers seem to prefer to launch assaults at the weekend, but it turns out they
aren't actually making that much money from selling their services.
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Booter' services run by cybercriminals let anyone with a gripe point a network of infected computers at a target
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What is Blackholing?

» Operational technique to counter DDoS attacks
» Triggered directly by IP owners through BGP
» Last resort to protect upstream/peering link or own network

» Since a few years also at IXPs (DE-CIX, MSK-IX, NETIX, NIX-CZ, ...)



Recap — Blackholing at IXPs
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Recap — Blackholing at IXPs
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s it frequently used and how is it used?

What is the impact on traffic?

How can we improve blackholing?



Blackholing Usage Analysis — Active Announcements
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» About 23,000
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» Stable number of active /
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» Also stable number of
less specifics /31 - /18
(~50)
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Blackholing Usage Analysis — New Announcements
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High variance in new
announcements

Spikey less specifics
(/31-/18)

Blackholing is indeed
widely used!

But which prefix sizes?



Blackholing Usage Analysis — Prefix Length
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Blackholing Usage Analysis — Active Duration

» Active duration per
prefix (/32)

» Majority is short-lived
(~50% <= 3 hours)

» Longest observed
announcement 76.31
days
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Blackholing Usage Analysis — Active Duration
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Blackholing Usage Analysis — Re-Announcements per Prefix

» 7,864 unique prefixes
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Case Studv - Impact on Traffic
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Summary

» 23,000 announced blackholes (over a three month period)

» Stable number of 1200 active blackholes

» Observed least specific was a /18

» Very diverse announcement patterns (frequency, duration, ...)
» Succeeds in mitigating large DDoS attacks

Full paper at http://www.net.t-labs.tu-berlin.de/papers/DFK-BIXPO-16.pdf
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