Invisible Hijacking

- Acase study of hijacking millions of [P address invisibly




About Outside Heaven

 We started in 2008

* We rent/manage infrastructures across the globe
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http://www.outsideheaven.com

What happened

e Spamcop reports started on 21h Jan 2016 for
our range about /13 in size
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What we did

o Step 1: Make sure no mail service in the range

n
 Step 2: Block all mail port
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Then...

* We re-announced the range into a different data
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HOW'S this even possible

e We thought our |IP was hijacked, but we checked
globe routing history, no unknown
announcement.




SO...

 We called yahoo, the guy In yahoo showed us
this:

e X X.X.X/18
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How"?

* Yahoo receive this /18 announcement from direct
peering in DE-CIX of a dead AS(not being seen
in globe routing table from 2010)
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Upstream bad guy”?

 Maybe , We bought our service though Afrihost
—a secondary reseller of MTN network, although
very unlikely, could be someone provided
information about our range.
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Who Is AS17445

* A none-exist Chinese company
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DE-CIX customer?

+ Bought thou

h reseller
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N Summary

e Become exchange customer

* Direct peering with free mail provider

e+ announce hijacked range in more specitic
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Prevention”

e Difficult, very in today’s internet

e Difficult to find out due to invisibility in the globe
routing table.
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How we find out

* We are very sensitive of spa
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cop/abuse report.
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How we fixed this

* Mostly, social connection to Yahoo and DE-CIX




The Future

 DECIX promise to check customer’s AS after
they changed it in the future.
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uestions&Discussion
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