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How to find stuff that’s not from us



Global Resource Service @

* Allows you to query other RIRs databases

- And two Internet Routing Registries

* Using the RIPE Database interface

* Returns RIPE Routing Policy Specification
Language (RPSL) formatted objects

- So everything looks familiar

* Also available in JSON and XML output
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How can we query?

* In Webupdates:

RIPE Database Query

‘ as123

Show full object details ?

_| Do not retrieve related objects ?

You can search up to 5 terms at once in the search box above, separating them with a semicolon.

Sources Types Hierarchy Flags Inverse lookup

©  Search resource objects in all available databases ?

Search RIPE Database only

Are you looking for the TEST Database?

By submitting this form you explicitly express your agreement with the RIPE Database Terms and Conditions
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How can we query?

Command line:

whois --resource asl23
This is the RIPE Database ery service.
i i format.

The RIPE Database is subject to Terms and Conditions.
See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Information related to 'AS123'

aut-num: AS123

org: TESG

as—-name: LOGAIRCOMNET-AS

changed: unread@ripe.net 20000101

source: ARIN-GRS

remarks: khkhkhkkhhhhhhhkhhhhdhhhkhhhhhd*k

remarks: * THIS OBJECT IS MODIFIED

remarks: Please note that all data that is generally regarded as personal

*
remarks: * data has been removed from this object.
remarks: * To view the original object, please query the ARIN Database at:
*
*

remarks: http://www.arin.net/
remarks: kkkhkkhkkhkhhkkhkhkhkhkhkhhkhkhhkhkhkhkhkikkikhk*k



Another example

Command line:

whois -a asl123

as-block: AS29 - AS136

ASN _bl not managed by the RIPE NCC
remarks:
as-block: AS29 - AS136
descr: ARIN ASN block
remarks: These AS numbers are further assigned by ARIN
remarks: to ARIN members and end-users in the ARIN region.
aut-num: AS123
org: TESG
as-name: LOGAIRCOMNET-AS
changed: unread@ripe.net 20000101
source: ARIN-GRS
remarks: kkkkkkhkkkhkhkhkhkhkhhhhhhhkkkkkkkk*k
remarks: * THIS OBJECT IS MODIFIED
remarks: * Please note that all data that is generally regarded as personal
remarks: * data has been removed from this object.
remarks: * To view the original object, please query the ARIN Database at:
remarks: * http://www.arin.net/

remarks: Kkkkkkhkhhkhkhhrkhkhhhkhkhkhkkx



Personal data
 Because of European privacy laws, no

personal information is visible

 Only AS Numbers, IP addresses, ORG
objects, route and route 6 objects

* No risk of being blocked because you
queried to many objects

Ferenc Csorba | RIPE 72 |1 23 May 2016



Dummy Objects &

 Some attribute values will be replaced by
dummy data

* For example:
- Author

- Admin-c and Tech-c

 Or dummy values are created for missing
mandatory attributes
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Differences @J

¢ - =-fesource

- returns only aut-num, inet(6)num, route(6), domain
- doesn’t return referenced objects

- - doesn’t work
° -da
- you can specify which sources

- returns referenced objects (even person) if they’re in RIPE
DB
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(X

SSO

Your one stop shop



Why Single Sign On?

e We started in 2011 with SSO

* There were to many different log-in
credentials for different services

- Labs

- LIR Portal

- RIPE Database
- Atlas

- Academy
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Anyone can create SSO

e Easy to create
* Mail address and self chosen password

e Can be linked to one or multiple LIRs
- To use for the LIR Portal

- To use for authentication in the RIPE Database
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Create a RIPE NCC Access Account

http://access.ripe.net

You are here: Home > Access

Create a new RIPE NCC
Access account.

RIPE NCC Access enables you to sign
into various RIPE NCC services using
one password.

Already have an account? Then click
here to manage it.
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First name

Hv‘[: ur first name

Last name

Your last name

Email

Your email address

Password (minimum length: 8)
Your password

Confirm Password
Your password

Enter the words you see in the box below

[ 4]
)

| : | Privacy & Terms

&
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Security &

* In audit logs, there Is per-user granularity
* Two factor authentication

e Lost password Is less cumbersome

- Provided that your e-mail address still works
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SSO and the RIPE Database

e Since 2014 you can use SSO in the RIPE
Database

It is simple to add it to your maintainer

Log in with your SSO account to Webupdates

Modify your maintainer

Add SSO as your authentication (default)

Remove MDS5 if you want
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Default Authentication: SSO

* If you create a new maintainer:

- your SSO account will be the authentication by default
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MD5 and the RIPE Database @
* We used to publish the MD5 hash in the
RIPE Database

* These hashes could be computed and the
the passwords discovered

* So we hid the hashes

* In 2015 we blocked all the maintainers with
an unchanged password since 2011
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How to add SSO to your mntner

* Make sure you are logged in

RRRRRRRRRRRRRRRRRRRRRRRRRRRRRR

&}, RIPE NCC

IP address is:  2001:67c:2e8:9::c100:14e6
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How to add SSO to your mntner

Search results % PERMA [BXML B§JSON

This is the RIPE Database search service. The objects are in RPSL format.
The RIPE Database is subject to Terms and Conditions.

mntner: PIROS-MNT

admin-c: FC14280-RIPE

upd-to: ferenc@ripe.net
auth: MD5-PW # Filtered
mnt-by: PIROS-MNT

created: 2016-05-17T08:55:57Z
last-modified: 2016-05-17T09:03:43Z
source: RIPE # Filtered
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How to add SSO to your mntner

Password authentication

Select a maintainer to authenticate the update operation.

PIROS-MNT

Provide the password for the selected maintainer

d efau I.t ' (. Alsg authorise my RIPE NCC Access account for this maintainer. Learn more.
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2 Factor Authentication @

e Optional but recommended security feature

* Once enabled it requires a six digit security
code in addition to your password

e Security code is generated by an
authenticator app

- Using Time-based One-Time Passwords (TOTP)
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Set up 2 Factor Authentication &

@ Confirm password @ Configure authenticator app © Recovery code

An authenticator app lets you generate security codes on your phone without needing to receive text messages. Any Time-based One-Time Password (TOTP) application
should work. If you don't already have one installed, you can download any of these apps. Please scan the QR code below to install the RIPE NCC account on your
authenticator mobile app or use the generated secret directly.

Please type in the PIN code generated by the authenticator app

PIN-code

Ferenc Csorba | RIPE 72 | 23 May 2016
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(X

PGP

Securing your email updates



ﬁ GPGTOOLS

Generate an RSA key

[ NON GPG Keychain

P ¥t R ® O oo

New Import Export Lockup Key Delete Details Filter
Type Name A Email Created Key ID Validity

pub GPGTools Team team@gpgtools.org 19 Aug 2010 00D026Cc4 IENENENEN

1 of 1 keys listed Show secret keys only
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Generate RSA Key

GPG Keychain

®

Details Filter

oN
o g | o P
EoE K K XY
New Import Export Lookup Key Delete
Type Name . Generate a new key pair.
pub GPGTools Team

1 of 1 keys listed

Comment:

Key type:
Length:

Expiration date:

Passphrase:

Confirm:

| Upload

¥ Advanced options

RSA and RSA (default)

4096

Full name: Ferenc Csorba

Email address: ferenc@ripe.net

public key

Key expires
17/05/2020 z

Key ID Validity

10 00D026C4 [l

Cancel

| Show secret keys only
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Export

00

i 11 G

New Import Export Lockup Key

Delete

GPG Keychain

o _ Q, Search

Details Filter

Type Name

sec/pub Ferenc Csorba
pub GPGTools Team

A Email

ferenc@ripe.net
team@gpgtools.org

Created Key ID Validity

17 May 2016 9OFFFOSE
19 Aug 2010 00D026C4 [l

2 of 2 keys listed

| Show secret keys only
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Save new Key

[ NN ) GPG Keychain
¥ S @ oo
New Imporiy Export okup Key Delete Details Filter
Type Name A Email Created Key ID Validity
sec/pub Ferenc Csorba ferenc@ripe.net 17 May 2016 90FFFOSE EEEE
pub GPGTools Team team@gpgtools.org 19 Aug 2010 00D026C4 ] ]

2 of 2 keys listed | Show secret keys only

v

Save As: | 9OFFFOBE

|
Where: [ Desktop

! Include secret key in exported file

28
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Copy and Paste into a Text Editor

----- BEGIN PGP PUBLIC KEY BLOCK-----
Comment: GPGTools - https://gpgtools.org

mnubnSwyhfgJVimfyGbwW0/2CUgtyF/aKAYF734pE432/55e)LNsCIzrsfz7qE4TB
M1JN9So7DEvEomauePqFQ5kD2J1Q0Z113bPBX82a0@DH+n958t0QDCcEu70iEbnaugg
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Now Create a key-cert Object &

e Just a couple of mandatory attributes

» Only “certif:” attribute is a bit annoying @

key-cert: [mandatory] [single] [ primary/lookup key]
certif:  mandatory] [multiple] [ ]

mnt-by: [mandatory] [multiple] [inverse key]

source: [mandatory] [single] ]
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Edit the public key file...

* Open the public key in a text editor

» Paste “certif: ” in front of every line

certif: —----BEGIN PGP PUBLIC KEY BLOCK===--
certif: Comment: GPGTools - https://gpgtools.org
certif:

certif: mQINBFVLZKQBEADWgvSchkIN6QKcFx1fBAgq7s1QnHWshfHCb1HFgdiAeHHA7 rL2Y
certif: C5ALcItuSpalktZD3MH88n/@6NPRImEN7XkxRch32Ctk+rgyj fBXbQfv1ip56SPV3
certif: A68gLj1nZSDh8s4YvcqULsz3U8fiHBonNRrfpo2kcLrumuDw3I5hRAbAgxpVPN]jh
certif: 5JTktLZGRaxq6@8CVeKClLcqu/Ec+T2XTy3WRHI@iwpuH2hxGc5vYzpl/355HYEzxX
certif: U79nxVgXe79196elEBCUgsqtCUtBM+SuOPTbI®XaUHeg%eVu7pCyY MiKjGAKKuUH
certif: IT0Sz2dB6XOIMC1FZiCpEJEyAv]1ZoX9/rRkHzx4VQLSEEVVgTfBxar9Ebv0OZFt(C2
10 certif: MxvZkKiea2m/4aIFLTIaTEnWqSPedféWrNke fhwVEGANdOLwXCqbmIGQYJE7DZF1
11 certif: s@10cNoFKulQsrhPzb9hwMrc0az9FD308AhQjBCShZyY2dNggOrJHpVRvdj+Eida
12 certif: x2nxxISLAdytQNSeyD1oSdYQwnKTBdKRx7Q2H9PWm4FUEAY7A/5vwTaM HLPpBLw
13 certif: cufs3jfe3XNdEX1kVI3cnC9+/zt7Hed4vX3HRQ4BjujAtB8X1O0ON8B42T/UqwvcTQMF
14 S5h1KcmptmBVceD+AUOUKSIicTd+EVCi4t9L4scpq@5Bx4N] LLndepWKkRpwARAQAB
15 tB1BbGV4IEIhbmQgPGhhbGxvQGFsZXhiYW5KLm5sPokCPQQTAQoAIWUCVUTMRAID
16 AwUJB4YTgAULCQgHAWUVCgKICWUWAgGMBAALeAQIXgAAKCRDXBKTY2Gi6wL tBEADU
17 E1Fh6IsKtqcd44CUAr4+fIHTe78gVAOEFdLE6cpTtIUYW]Ui8qCPTZYPBQWZSM+R1
18 36srC31RGtdFpUSPLoVAYEjWsOPct rMd L+nuKyfQoo4X/jJpL22FwagI7KfXnp/G
19 3NiOuSQBI19hbQJIPDKnaZsS@dhYh+UKLO866UIF50r@3DAPpHKAYW] Tdtx9xZbt5
20 LvnoL090+iCy8mCYEZEI3Q1g2AFXKRX/Gkt+JA8bAik9xIooVsIILU2cKXU3MONT
21 TF70DyePDkkMM2XeVnB6Cw3tto/4Nryidohe8VGwvha2I7ujp8tWG4hDr8pdKKZ2
22 ySWKdONVUNqQ4HED1h72pFTX0eREPgM6Shu@fneKEx36TJJk/DP3tBE@a/hxViwWz
23 JmRBNj pQMI52uDKb3vIHbOmdoGL++NmQjn7y5fMwZH+7Fh415byK+soompuHpPpW
24 yNy2YQilLdhDxz0zEUKdImMrgCY2vFveL@hH/GNIFgFCpJulNKIR16@4 rnaClu6@u
25 vCgtnHZtCIO152zV/Szemld236eBI+L1SonXEvLmEVBADL42As58XmzFMaHIn3m+G
26 MA1lYyyjychpf/77hpPYCVhZWIC6 rWxoF7E+gvDZed8SsISY8s04yUvYIXEV@9Iht
27 XLUxi6n1BcXQ1lLy7a4980S4T2Mrk1HELZpSHTEeGPLKCDQRVS2ZEARAA2eFTDzep

“n TMUMOANI MV im e fLlUL L AANTHL G aNaMMI TEMIVNAONR NI TEA Al Cncdla™T .. 7TiN0 T

NV A WN

te]
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Submit using Syncupdates or Mail...

. RIPE NCC

RIPE NETWORK COORDINATION CENTRE

Lookup results

This is the RIPE Database search service. The objects are in RPSL format.
The RIPE Database is subject to Terms and Conditions.

Note: this output has been filtered.

key-cert:
method:
owner:
fingerpr:
certif:
certif:
certif:
certif:
certif:
certif:
certif:
certif:
certif:
certif:
certif:
certif:
certif:

PGPKEY-D868BAC®

PGP

Alex Band <hallo@alexband.nl>

EAD3 FB98 DF2A 7D71 CD4A 2115 F1@06 44D8 D868 BAC®
~=——==BEGIN PGP PUBLIC KEY BLOCK==——-

Comment: GPGTools - https://gpgtools.org

mQINBFVLZKQBEADWgvSchkIN6QKcFx 1fBAq7s 1QnHWshTHCb1HFgd iAeHHA7 rL2Y
C5ALcItuSpalktZD3MH88n/@6NPOImM6n7XkxRch32Ctk+rgyj fBXbQfvlp56SPV3
A68gLj1nZSDh8s4YvcqULsz3U8TiHOonNRrfpo2kcLrumuDw3I5hRAbAgxpVPNjh
5JfktLZGRaxq6@CVeKClLcqu/Ec+T2XTy3WRHI0@iwpuH2hxGc5vYzpl/355HYEzxX
U79nxVgXe79196e1EBCUgsqtCUtBM+SuOPfbI®XaUHeg9eVu7pCyY MiKjGAKKuH
IT0Sz2dB6XOIMC1lFZiCpEJEyAv]1ZoX9/rRkHzx4VQlSEEVVgTBxar9EbvOZFtC2
MxvZkKiea2m/4aIFLTIaTEnWgSPedf6WrNkefhwVE@ANdOLwXCq6mIGQYdE7DZF1
s@10cNoFKulQsrhPzbShwMrc0az9FD308AhQjBCShZyY2dNggOrJHpVRvdj+Eida
x2nxXISLAdytQNSeyD 1oSdYQwnKTBdKRx7Q2H9PWm4FUEAY7A/5vwTfaM lHLPpBLw
cufs3ifelXNdEX1kVI3cnC9+/717HedvX3HRa4R1u1ATAX1AONR42T /llawvc TOMF

Ferenc Csorba | RIPE 72 | 23 May 2016
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Add PGP authentication to mntner

* Now edit a mntner

e add this line:

e auth: PGP-868BACO

Ferenc Csorba | RIPE 721 23 May 2016
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Now use it!

* Query object you want update
- (protected by minter with PGP auth)

[ CIiCk Update (# Edit in text area

* Copy entire object into text editor
e Sign it

 Copy it back into Webupdates

e Click Submit

Ferenc Csorba | RIPE 72 |1 23 May 2016
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Signed Text

sdkas1kdj Text

~~~—~BEGIN PGP SIGNED MESSAGE--—--
Hash: SHA512

sdkaslkdj
~===~BEGIN PGP SIGNATURE-——--
Comment: GPGTools - https://gpgtools.org

iQIcBAEBCQAGBQIX0u32AA0JEKc])ZsCQ//COkFcP/jiF6USDyDd/hX@ndNBSIRmY
w8BZLZrcmJFQZX88zalfnMiM91latH8h// lyN4ikSakTGzDhdE3AnygpomJV48R2p
EB/e3gNug/wvHipPepylhxAyrjQZo9Md1X4yLQovEngkFWYSVWTjuSTKBOQS7x+qs
NDTgn1Vi/@RpNe9CZKASLIX])EMgyyJrExW26]160nTs3gyqX/7YPXNOWBLTDEL]N
ZOKnPSVMUKvrSr1408k79uTStY ruLOHS 1pvZBxhFNBDNhDHID3KggJTiuQTLQ4WL "
@p9cvNKEaRTXdv fPbFNRAKAbI8X f8cI5SNh+8BhvvvHEPI/ykNrNvR4Z+f3/GVxXYh S | g n e d TeXt
lw+nv2tBz42z/damf6)ZXPJdSCrk80stCleeHxiE9pd9bqbnWnAaxgTI1s1GOXVN
763s1F@dDIhtroJbLATf20r80T 1pDGOMdDpkUT2MPGOMj VEHGCct rHUgcDFOVKNOIY
gHyssZaJDI9FHAJRXYqwB6v6D8A ] 4qiBQHDKp@B200OKCBXZcMpgVU1Z8XrfX4CIXGE
oTilpv7T12EsFa65/+AHOLhyYPZUyUjKpNA4VEKm6vaSnXZe36RUaVuxMq//j iwl
ONA4DBKGwk3zSs7E4sERIBpxyVtjk21gt fHDMitexNRalwH@gYDo/@GyUlztiiuH
XXssCNwx9zcmefyuiD+h

=s23r

~~==~END PGP SIGNATURE-=---

e Updated object is your text. Sign it!
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RIPE Database Interfaces and PGP

 Update objects protected by PGP mntner

- via emaill

- via Syncupdates

Ferenc Csorba | RIPE 721 23 May 2016
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%

Created & Last Modified

For your logging pleasure



The changed attribute &

* The “changed” attribute was a mandatory
attribute in every object

nic-hdl

TP1-TEST ¢ | +
mnt-by

CM1-MNT T
changed

participant@example.com 20140626 Ml 2

e Could be used for logging

Ferenc Csorba | RIPE 721 23 May 2016
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The changed attribute (deprecated!)

* This attribute has been deprecated!

e The community agreed it would be more
useful to have a “created” and “last-
modified” attribute

created

2002-04-08T12:43:46Z M chiollonnsl i il s

last-modified

2014-02-24T13:15:132 ¢« 4+ @ 2

Ferenc Csorba | RIPE 721 23 May 2016
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Created and Last Modified &
e All RIPE Database objects have now a
“created” and “last modified” attribute

* In case we don’t have the correct date, we
used 1 January 1970

* This data is automatically generated

Ferenc Csorba | RIPE 721 23 May 2016
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Description attributes &

* Registration Services had a business rule
to use the first description attribute for the
legal company name

 RIPE Community reached consensus that
this Is not needed anymore

* Now we have the ORG object containing
that information

Ferenc Csorba | RIPE 72 |1 23 May 2016
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Partial Route Object



route and route6 Object (1 mntner) &
[ avrum: a2 S

ineténum: 2001:db8::/32

tech-c: LA789-RIPE tech-c: LA789-RIPE
admin-c: JD1-RIPE admin-c: JD1-RIPE
mnt-by: RIPE-NCC-HM-MNT mnt-by: RIPE-NCC-END-MNT
\ mnt-routes: LIR-MNT / .  mnt-by: LIR-MNT /
S \_ W

4  route6: 2001:db8::/32

tech-c: LA789-RIPE
admin-c: JD1-RIPE
origin: AS2 <«

‘\\\ mnt-by: LIR-MNT y

Add passwords

Session passwords

0 stored password(s) ?

12lir B «
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route and route6 Object (3 mntners) &

ineténum: 2001:db8::/32

tech-c: LA789-RIPE tech-c: LA789-RIPE

admin-c: JD1-RIPE admin-c: JD1-RIPE

mnt-by: RIPE-NCC-HM-MNT mnt-by: RIPE-NCC-END-MNT
\ mnt-routes: LIR-MNT //,f \\7 mnt-by: AS-MNT W,

4  route6: 2001:db8::/32

tech-c: LA789-RIPE
admin-c: JD1-RIPE
origin: AS2 <«

\ mnt-by: END-MNT y

Add passwords

Session passwords

0 stored password(s) ?

12lir +
as999
end72
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route and route6 Object (mnt-routes) &

S o psz R

tech-c: LA789-RIPE | tech-c: LA789-RIPE
admin-c: JD1-RIPE admin-c: JD1-RIPE
mnt-by: RIPE-NCC-HM-MNT mnt-by: RIPE-NCC-END-MNT
mnt-routes: LIR-MNT mnt-by: AS-MNT
. mnt-routes: AS-MNT ]
\_ VRN
¢ route6: 2001:db8::/32
tech-c: LA789-RIPE
admin-c: JD1-RIPE
origin: AS2 <«
\ mnt-by: AS-MNT y,

Add passwords

Session passwords

0 stored password(s) ?

as999 B «

45



There is a better way

ineténum: 2001:db8::/32

tech-c: LA789-RIPE tech-c: LA789-RIPE

admin-c: JD1-RIPE admin-c: JD1-RIPE

mnt-by: RIPE-NCC-HM-MNT mnt-by: RIPE-NCC-END-MNT
K mnt-routes: LIR-MNT / \mnt-by: AS-MNT /

2001:db8::/32

tech-c: LA789-RIPE
admin-c: JD1-RIPE
origin: AS2 <«

\\ mnt-by: END-MNT /

Add passwords

Session passwords

0 stored password(s) ?

end72 +
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E-mail notification

e An e-mail will be sent to the other
maintainers contacts

Ferenc Csorba | RIPE 721 23 May 2016
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The email

Subject: RIPE Database updates, auth request notification
Date: 2016-05-22 17:18

From: RIPE Database Administration local <unread@ripe.net>
To: awolski@ripe.net

This is to notify you of changes in RIPE Database or
object authorisation failures.

This message is auto-generated.
Please DO NOT reply to this message.

If you do not understand why we sent you this message,
or for assistance or clarification please contact:
RIPE Database Administration <ripe-dbm@ripe.net>
Change requested from:

- From-Host: 91.143.127.69
- Date/Time: Sun May 22 17:18:54 2016

Some objects in which you are referenced as a
maintainer were requested to be changed, but need
your authorisation to complete the change.

This update must be completed within one week.

Please submit the following objects xexactly as shownx
and add your authorisation.

CREATE REQUESTED FOR:

route: 192.1.0.0/22

origin: AS130

mnt-by: CM30-MNT

created: 2016-05-22T15:18:54Z
last-modified: 2016-05-22T15:18:54Z
source: TEST

The RIPE Database is subject to Terms and Conditions:
http://www.ripe.net/db/support/db-terms-conditions.pdf

For assistance or clarification please contact:
RIPE Database Administration <ripe-dbm@ripe.net>

Generated by RIPE WHOIS Update version 1.86 on DB-TEST-1
Handled rest api (TEST, 2016-05-22 17:18:54)

Ferenc Csorba | RIPE 72 | 23 May 2016

48



Syncupdates

e The other maintainers create the exact

same object in synch updates and
authorise it

Create a new route6 object

The mandatory attributes in a template are shown in upper case for convenience. The final submission to the database is case
insensitive. Any optional attributes not required must be removed. Blank values (except for remarks) will cause errors.

ROUTE®: 2001:0db8::/32

DESCR: My route6 object
ORIGIN: AS2
notify: test@ripe.net

MNT-BY: END-MNT
SOURCE: RIPE
password:  apfelstrudel

By submitting this form you explicitly express your agreement with the RIPE Database Terms and Conditions Cancel Create

Ferenc Csorba | RIPE 72 | 23 May 2016
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